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●●

signals upon which they are
dependent (e.g. wireless networks
and Global Positioning Systems); and
given sufficiently high power, radio
frequency transmissions can damage
or disrupt all unprotected electronics
in a given geographical area.

The effectiveness of these methods
will vary according to the target and the
wider context. The first two are more
likely to be used covertly in times of
peace, whereas the latter two are more
overtly hostile, in some cases more easily
attributed, and hence more suited to
military activity, though not uniquely so.
2.9

Computer systems, networks and
applications all rely upon people for their
development, delivery, operation and
protection. The likely success of an attack
employing one or more of the methods
outlined above is therefore increased
when a so-called “insider” is involved.

…mean that Government must
lead a coherent UK response…
Cyber security cuts across almost
all the challenges outlined in the
National Security Strategy, and interlinks
with a wide range of Government
policies, involving many departments
and agencies. The complexity and
interdependence of these challenges
means it is necessary to work coherently
across all sectors in the UK, as well as
with international partners, to ensure
that the benefits of cyber space can
be delivered in a rules-based, global
environment.
2.13

That is why the Government is
launching, alongside the National
Security Strategy: Security for the
Next Generation, the UK’s first
Cyber Security Strategy.

2.10

2.14

…and emerging opportunities…

…a response where everyone
– Government, business, the
individual citizen – has their
part to play.

We also recognise that when
criminals, terrorists and others use cyber
space for malicious purposes they are
also exposing themselves to new risks.
Cyber space is therefore a useful domain
for the UK to exploit to our advantage in
fighting crime and terrorism, as well as in
the military sphere.
2.11

There is an ongoing and broad
debate regarding what ‘cyber
warfare’ might entail, but it is a point
of consensus that with a growing
dependence upon cyber space, the
defence and exploitation of information
systems are increasingly important issues
for national security. We recognise
the need to develop military and civil
capabilities, both nationally and with
allies, to ensure we can defend against
attack, and take steps against adversaries
where necessary.
2.12
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As an increasingly digital nation,
we need to be realistic about the risks
that arise from our use of cyber space,
and proportionate in our response. We
all have an important contribution to
make to ensure that we reduce those
risks to the greatest extent possible:
Government and businesses must
work together to provide more secure
products and services, to operate their
information systems safely and to
protect individuals’ privacy. And the
public too has a responsibility to take
simple security measures to protect
themselves, their families, and others
in society. As we move forward, we
will need to work collectively to further
define the contributions that everyone
can make, from the home computer
user to the large business or government
department.
2.15

Chapter 3

A Coherent Response
This Strategy sets out an approach to
meeting the security challenges in cyber
space by outlining the UK’s strategic
objectives for cyber security, considering
how we can move towards them, and
recommending areas of work to
make this happen.
3.1

Approach & Strategic Objectives

3.3
●●

●●

The Government’s approach
will secure the UK’s advantage in
cyber space by reducing risk and
exploiting opportunities; enabling
these strands through the improvement
of knowledge, capabilities and
decision-making.
3.2

●●

Reduce risk
from the
UK’s use of
cyber space

Exploit
opportunities
in cyber space
●●

Improve
knowledge,
capabilities and
decision-making

ce

Se

cu
a
rin
sp
r
gt
e
he
cyb
UK’s
n
i
e
g
advanta

Taking the aims in turn:
Reducing risk from the UK’s
use of cyber space comprises
the various ways in which the UK
can defend its systems through
preventing attacks, protecting
against attacks, and reducing the
impact of any attacks.
Exploiting opportunities in cyber
space covers the full range of
possible actions that the UK might
need to take in cyber space in order
to support cyber security and wider
national security policy aims; for
example, in countering terrorism
and in combating serious organised
crime.
Improving knowledge,
capabilities and decision-making
covers the wide range of tools and
techniques, and the skills needed to
employ them, that the UK needs in
order to deliver the first two aims.
Decisions on developing capabilities
and undertaking actions either to
reduce risk or exploit opportunities
need to be carefully weighed
to ensure that the UK secures
advantage in cyber space.

In order to achieve these overarching
aims, the Government will pursue the
following strategic objectives:
3.4
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The Government will…

“Secure the UK’s advantage in cyber space …
…by reducing risk from the UK’s use of cyber space…
●●

Reduce the threat of cyber operations by reducing an adversary’s
motivation and capability;

●●

Reduce the vulnerability of UK interests to cyber operations;

●●

Reduce the impact of cyber operations on UK interests;

…and exploiting opportunities in cyber space…
●●

Gather intelligence on threat actors;

●●

Promote support for UK policies; and

●●

Intervene against adversaries;

…through improving knowledge, capabilities and decision-making.
●●

Improve knowledge and awareness;

●●

Develop doctrine and policy;

●●

Develop governance and decision making;

●●

Enhance technical and human capabilities.

How will Government go about
achieving these objectives?
The Government has undertaken
a detailed analysis of the UK’s existing
cyber capabilities in all of these areas
in order to define and prioritise areas
of work. The disclosure of this detailed
analysis in a public document would
expose potential vulnerabilities to those
who may want to use them for malicious
purposes. We have not, therefore, gone
into that level of detail here. However,
the work outlined below flows from the
strategic objectives, coupled with the
analysis, and the two together give a
cogent overview of how the programme
will address our needs. New and more
3.5
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effective investment will be required
to bring together existing work and
to initiate new activity to meet these
objectives – this will require a crossgovernment programme of work, and
new structures to undertake it.
As already mentioned, cyber
security is not an end in itself, and
the new cyber structures will act as
supplier organisations that provide policy
guidance, expertise and situational
awareness to those elements of
government that deal directly with
national security threats (for example
the Home Office in the case of serious
organised crime and terrorism), and to
the private sector and the public.
3.6
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New Cyber Structures

Office of Cyber Security

The following section outlines these
new cyber structures and the key
workstreams that they will initiate and
drive forward. These new structures will
need to be closely linked to, and ensure
co-ordinated activity with, a number of
existing organisations, as outlined at
annex B.

3.10

3.7

What will the new cyber structures
look like?
Cyber Security Operations Centre
The Government will establish
a multi-agency unit (the Cyber
Security Operations Centre (CSOC))
to monitor developments in cyber
space (ultimately providing collective
situational awareness), analyse trends,
and to improve technical response coordination to cyber incidents. Not only
will CSOC enable a better understanding
of cyber security risks and opportunities,
it will also help to ensure coherent
dissemination of information across
government, industry, international
partners, and the public.
3.8

The CSOC will be a multi-agency
body hosted by GCHQ in Cheltenham,
with a membership drawn from across
government and key stakeholders, and
will report to an inter-departmental
oversight board. It will be located
alongside GCHQ’s Information Assurance
arm, CESG; thereby benefiting from
existing knowledge and relationships
that CESG has developed as the National
Technical Authority for Information
Assurance.
3.9

The Government will establish an
Office of Cyber Security (OCS), that will
initially be set up in the Cabinet Office.
The OCS will have overall ownership of
this Cyber Security Strategy, will provide
strategic leadership across government
for cyber security issues12, and will drive
delivery of the Strategy through a crossgovernment programme, elements of
which are already underway, for example
in the Information Assurance field under
the National Information Assurance
Strategy. There is no intention to replace
or duplicate existing work, but rather to
build on and extend where necessary
to meet the strategic objectives. The
programme will be organised into the
following eight workstreams:
Workstream 1: Safe, Secure and
Resilient Systems
This workstream will focus on
enhancing the preparation for and
protection from cyber attack in all sectors,
to provide the greatest practicable
resilience. This will require an improved
understanding of potential vulnerabilities
and the impacts were they to be exploited,
as well as the establishment of appropriate
mitigation measures. This will bring
together ongoing work on redundancy
and resilience in the telecommunications
sector, for example, and feed into the
business continuity arrangements for
government and other critical sectors.
It will need to consider, amongst other
things, the encouragement of standards,
and the need to refine procurement
requirements.
3.11

12 Amongst others, the OCS will need to work closely with the Government’s Chief Information Officer (CIO), the CIO Council,
and the Central Sponsor for Information Assurance (CSIA).
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Standards
The Cabinet Office, in conjunction with
CESG and CPNI, provides up-to-date
standards, policy and guidance on
Information Assurance, Security and
Resilience to the public and other critical
sectors. This support, supplemented
by international publications such as
the ISO27000 series, helps people
and organisations to manage their
information security and other risks by
understanding their vulnerabilities and
applying mitigation measures.
www.iso.org
www.cabinetoffice.gov.uk

Workstream 2: Policy, Doctrine, Legal
and Regulatory issues
In keeping with the programme
approach outlined above, the OCS will
identify gaps in the existing doctrinal,
policy, legal and regulatory frameworks
(both domestic and international) and,
where necessary, take action to address
them working with other departments. In
some cases, the OCS will be best placed
to lead the development of particular
strands of policy work where they require
cross-government co-ordination, such as
the development and implementation of
an industrial strategy for cyber security,
in close collaboration with departments
and key stakeholders in industry. This will
seek to identify the national capabilities
required in this area, set out how
government will work in partnership with
industry to develop and sustain these
capabilities, in addition to stimulating
innovative approaches to improve the
UK’s overall security. In other areas, for
example in the future development of the
legal framework for cyber security, it may
be more appropriate for the work to be
led elsewhere but overseen in the OCS.
3.12
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Workstream 3: Awareness and
Culture Change
The OCS will lead work to raise
awareness of cyber security at all levels
of government, and to identify and instil
the changes in behaviour and working
culture that our dependence on the
cyber environment demands, as well
as embedding cyber security in wider
aspects of policy formulation.
3.13

The workstream will also encompass
engagement with the public and key
stakeholder groups on this issue to
ensure appropriate information, support
and advice is available on which to make
risk-based decisions on a daily basis,
and when more serious issues arise.
This substantial and challenging stream
of work will need to be designed and
conducted in concert with existing work
on Information Assurance to ensure
consistency of message and approach.
3.14

Get Safe Online is a public and
private sector joint campaign to
raise awareness of online security
aimed at the general public and
small businesses. Get Safe Online is
currently sponsored by the Cabinet
Office, Serious Organised Crime
Agency (SOCA), Microsoft, HSBC,
Cable & Wireless, Ofcom and Paypal.
The Get Safe Online initiative
works with a range of community
organisations and aims to give people
the confidence to go online securely.
The initiative coordinates marketing
and PR activities as well as providing a
comprehensive website with up-to-date
advice, tools and guidance on general
internet security. The website includes
information on protecting individuals,
families and businesses online, as well
as advice on topics such as Internet
shopping, social networking sites, data
theft and identity fraud.
www.getsafeonline.org
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Workstream 4: Skills and Education

Workstream 6: Exploitation

3.15

This workstream will examine the
requirement to ensure the growth
of skills and expertise needed by the
Government and industry in the cyber
security field. This is not limited to
technical expertise but encompasses
wider skills or combinations of skills
which may be required to meet current
or future skills gaps. This work will need
to develop and initiate remedies to any
identified shortfalls through, for example,
development of training, provision of
accreditation or incentives, and the
longer-term development of viable career
paths, within and outside Government.

3.17

Workstream 5: Technical Capabilities
& Research and Development

Workstream 7: International
Engagement

This workstream will support and
provide significant input into the work
led by the Policy, Doctrine, Legal and
Regulatory workstream to develop
and implement an industrial strategy
for cyber security. The workstream will
take a longer term perspective on the
health of our cyber security industrial
base, informed by trends analysis
undertaken at CSOC and ensure that
our research and development efforts
are focused, co-ordinated and exploited
to best effect. This will involve close
working with international and academic
partners to ensure a truly coherent,
international approach. As a first step
the Government will provide additional
funding to support and expand the
collaborative work already being
undertaken by Government and industry
to help protect UK networks. The OCS
will also work closely with the Network
Security Innovation Platform (NSIP) in the
Technology Strategy Board to provide
opportunities for the UK’s world class
high-tech companies.

3.18

3.16

This workstream will further develop
the UK’s understanding of the capabilities
it needs to exploit cyber space to combat
threats from criminals, terrorists and
competent state actors, feeding into the
policy work across Government in each
of these areas. This work will identify
gaps and develop strategies to address
them. Finally, this workstream will drive
forward the development of a consistent
framework for understanding and
communicating the risks, opportunities
and impacts associated with our use of
cyber space in pursuit of national security
objectives.

The OCS will be responsible for
bringing greater coherence to the
UK’s work with overseas partners and
international organisations. The OCS
will not seek to take on the numerous
bilateral and multilateral engagements
that are currently undertaken by
departments and agencies, though of
course OCS staff will play their part.
The value of the OCS function will be
in co-ordinating the development and
deployment of the UK’s key messages in
these fora, in conjunction with key allies,
commissioning working groups to carry
forward this work as required.
Workstream 8: Governance, Roles and
Responsibilities
This stream will keep the evolving
governance of UK cyber issues under
review, will learn lessons, share best
practice with key partners, and initiate
amendments as required. There will also
be the need to identify and tackle areas
where governance arrangements are
lacking, insufficient or are struggling
to keep pace with the evolving
3.19
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threats in cyber space. One area for
early attention is e-crime, where the
workstream will lead a review of the
roles and responsibilities and strategic
requirements in this area and ensure it is
fed into the wider work of the OCS – as
well as lead departments: this will result
in a refreshed public e-crime strategy, set
within the wider context of the Cyber
Security Strategy.

E-crime
Due to the unique and international
nature of the threat, an effective
response to e-crime requires a
broad cross-governmental response
involving law enforcement, regulators
and national security agencies. Each
organisation has a key role to play
in preventing e-crime and bringing
those responsible to justice. At the
strategic level, the OCS and Home
Office will work together to coordinate the response to e-crime
through the agencies sponsored by
the Home Office. At the operational
level, the forthcoming Association
of Chief Police Officers’ (ACPO)
e-crime Strategy defines and scopes
the national response of the police
service to e-crime. SOCA will be
the international lead for the UK
operational response to e-crime.
These eight workstreams will form
the basis for the cross-government
programme that will deliver the Strategy.
Fundamental to the success of all of these
streams is the need to engage closely with
key stakeholders to strengthen existing
cross-cutting partnerships, and form new
ones where required, with industry, civil
liberties groups and other stakeholders
internationally and in the UK.
3.20
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The cross-government programme
and both new structures will be overseen
by interdepartmental oversight boards, the
Cabinet committee for national security,
international relations and development
and its sub-committee focusing on
protective security and resilience.
3.21

Both new structures will be established
in September 2009 and will be operational
by the end of March 2010.
3.22

This Strategy, the associated
programme of work, additional
funding, and the establishment of new
structures mark a step-change in the
UK’s ability to deal with one of the
most serious challenges to our national
security – ensuring we can operate in a
safe, secure and resilient cyber space.
3.23

Chapter 4

Conclusion
As the UK’s dependence on
cyber space grows, and we become
increasingly reliant on it, so the security
of cyber space becomes ever more
important.
4.1

Just as in the 19th century we
had to secure the seas for our national
safety and prosperity, and in the 20th
century we had to secure the air, in the
21st century we also have to secure our
position in cyber space.
4.2

To address the UK’s cyber security challenges, the Government will:
●●

●●

●●

Establish a cross-government programme, with additional funding to
address the following priority areas in pursuit of the UK’s strategic cyber
security objectives:
−− Safe Secure & Resilient Systems
−− Policy, Doctrine, Legal & Regulatory issues
−− Awareness & Culture Change
−− Skills & Education
−− Technical Capabilities & Research and Development
−− Exploitation
−− International Engagement
−− Governance, Roles & Responsibilities
Work closely with the wider public sector, industry, civil liberties groups,
the public and with international partners;
Set up an Office of Cyber Security (OCS) to provide strategic leadership
for and coherence across Government;

Create a Cyber Security Operations Centre (CSOC) to:
−− actively monitor the health of cyber space and co-ordinate incident
response;

●●

−−

enable better understanding of attacks against UK networks and users;

−−

provide better advice and information about the risk to business and the
public.
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This Strategy demonstrates that
the Government recognises the
security challenges of cyber space, it
stresses the importance of a coherent
approach, and it will put in place the
structures that the UK needs to weave
together new and existing work and
drive forward a programme to meet
our strategic objectives. The Strategy
highlights the need for Government,
business, international partners and
the public to work together to meet
our strategic objectives of reducing
risk and exploiting opportunities by
improving knowledge, capabilities
and decision-making in order to secure
the UK’s advantage in cyber space.
4.3
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Annex A

Frequently Asked Questions
Q. I work in a small business.
Where do I get help with
protecting computers and laptops?
A. Government is a founder supporter of
the GetSafeOnline – a joint government
and industry initiative to raise awareness
of Internet safety. The website provides
an authoritative and trustworthy source
of simple advice to the public and small
businesses about staying safe online.
www.getsafeonline.org

Q. I work in the public sector. Who
is responsible for ensuring our
information systems are secure?
A. Each public sector organisation
is responsible for managing its own
information risks. CESG (part of GCHQ)
is the National Technical Authority for
Information Assurance and provides
advice and guidance to government
departments and the wider public sector.
In central government, departments
should follow Cabinet Office policy as
laid out in the Security Policy Framework
which covers information security and
assurance (Mandatory Requirements 3149). Public sector organisations may wish
to seek assistance from members of the
CESG Listed Adviser Scheme (CLAS).

Q. I work for a company that
is part of the UK’s national
infrastructure.13 Where can I get
security advice?
A. The Centre for Protection of National
Infrastructure (CPNI) provides integrated
security advice (combining advice on
information, personnel and physical
security) advice to the businesses and
organisations that make up the national
infrastructure. Through the delivery of
this advice, it protects national security
by helping to reduce the vulnerability of
the national infrastructure to terrorism
and other threats.
The CPNI web site contains a range of
publicly available advice in relation to
improving cyber security. It provides
technical vulnerability notices for specific
software products through to more
general advice on how to avoid phishing
attacks, reduce the risk from insiders and
how to combat the use of deception to
enable attacks.
www.cpni.gov.uk

Q. Where do I get help protecting
my home computer or laptop?
A. The GetSafeOnline website provides
an authoritative and trustworthy source
of advice to the public.
www.getsafeonline.org

13 As defined by CPNI.
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Q. How do I report an online crime
or identity theft?
A. You should contact your bank,
and might also consider contacting
ConsumerDirect which is funded by
the Office of Fair Trading, or Bank Safe
Online which highlights the latest online
scams and has a reporting mechanism
– run by APACS on behalf of the UK
banking industry. The Government is also
setting up a National Fraud Reporting
Centre which should be operating by
the end of 2009. As more than 80 per
cent of the e-crime seen by individuals
would be classified as fraud, the Centre
will take reports from the public, and will
analyse them before passing them to the
Police Central e-crime Unit or the Serious
Organised Crime Agency for possible
further action.
www.consumerdirect.gov.uk
www.oft.gov.uk
www.banksafeonline.org.uk

Q. How can I protect my children
from viewing adult material on
the Internet?
A. Advice is provided by the Child
Exploitation and Online Protection
Centre.
www.ceop.gov.uk

Q. I believe an organisation is
misusing my personal information;
who can help?
A. In the first instance, you should
contact your organisation’s Data
Protection Controller and give them
a chance to address your concerns.
If the issue is not resolved, then you
may need to approach the Information
Commissioner’s Office. The ICO is the
UK’s independent Authority responsible
for regulating and enforcing access
to and use of personal information.
24

Government departments are required
to publish Information Charters which
clearly spell out how and why your
personal information is used and who to
contact if you have any concerns relating
to that use.
www.ico.gov.uk

Q. What is the difference between
Information Assurance and Cyber
Security?
Information Assurance (IA) is about
best management of the full spectrum
of information security risks, including
people, processes, technology and
information assets. Government and
industry have done much to advance
this vital area of work for some time,
and will continue to do so. The time is
now right to bring additional focus and
effort to the critical cyber domain and
the Cyber Security Strategy builds on and
extends the work of IA in this sphere.
Cyber security will involve additional
work, including some elements which
necessarily are classified, as part of a
coherent strategic approach to all aspects
of security of data and of cyber space, as
well as the exploitation of opportunities
in cyber space to enhance the UK’s
overall security.
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Annex B

Interfaces with Existing
Organisations
Association of Chief Police Officers
(ACPO) – on the development and
direction of the police service in England,
Wales and Northern Ireland; ACPOS in
Scotland.
www.acpo.police.uk
www.acpos.police.uk
Attorney General’s Office & the
National Fraud Strategic Authority
– for policy to combat online fraud and
e-crime.
www.attorneygeneral.gov.uk
Cabinet Office – the National Security
Secretariat, the Government Chief
Information Officer (including the Central
Sponsor for Information Assurance),
and other Secretariats on specific policy
issues, and the Assessments staff in
relation to cyber threats.
www.cabinetoffice.gov.uk
Centre for the Protection of
National Infrastructure (CPNI) – on
protective security advice for businesses
and organisations in the national
infrastructure.
www.cpni.gov.uk
Department for Business, Innovation
and Skills – for industrial and economic
policy, and regulatory policy, particularly
in the telecommunications sector.
www.bis.gov.uk

Devolved Administrations – for those
functions which have been devolved to
Northern Ireland, Scotland and Wales,
according to their different devolution
settlements.
www.scotland.gov.uk
www.wales.gov.uk
www.northernireland.gov.uk
Foreign Office – on foreign policy,
international relations and international
laws and behaviours in cyber space.
www.fco.gov.uk
GCHQ – for operations, capability
and policy support, including CESG as
the National Technical Authority for
Information Assurance.
www.gchq.gov.uk
Home Office – for issues associated with
the use of cyber space for criminality.
The Home Office includes the Office for
Security and Counter-Terrorism (OSCT):
for terrorist-related use of cyber space.
www.homeoffice.gov.uk
Joint Terrorism Analysis Centre – on
assessments of terrorist cyber intentions
and capabilities.
Metropolitan Police – for e-crime
issues, in particular, the Police Central
e-Crime Unit.
www.met.police.uk
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Ministry of Defence – for issues
concerning the military use of cyber
space, including defence policy and
doctrine.
www.mod.uk
Secret Intelligence Service – on the
collection of intelligence overseas to
promote and defend the national security
and economic well-being of the UK.
www.sis.gov.uk

Serious Organised Crime Agency – for
issues relating to organised criminal use
of cyber space.
www.soca.gov.uk
Technology Strategy Board – through
its Network Security Innovation Platform,
to develop innovative ways to improve
online safety, security and resilience.
www.innovate.uk.org

Security Service – on protecting the
country against covertly organised
threats to national security.
www.mi5.gov.uk
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